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1 O0uIue moJI0KeHus

PaGouass mporpamma U (OHA OLIGHOYHBIX CpPEACTB AUCHMIUIUHBL «CeTu W
TEJICeKOMMYHHUKALMW» COCTABJI€Hbl B COOTBETCTBHUM C TpeOoBaHUSIMHU  (eaepaibHOro
roCy/IapCTBEHHOr0 00pa30BaTeNIbHOTO CTaHAapTa, YTBEPXKICHHOrO MpukazoM MuHOOpHayKu
Poccutickoit @enepanuu ot 10.01.2018 Ne 11, u ocHOBHO# nTpodecCHOHAIBHON 00pa30BaTeIbHOM
IporpaMMbl  MOATOTOBKM  «Maremaruyeckoe M KOMIIBIOTEPHOE MOJEIMPOBAHHE» IO
HamnpasyieHU0 ToaArotoBku «01.03.04 ITpukiiannas MaremMaTukay.

3anaun [TonyyeHue NpeaCTaBIEH s O CHCTEMAX Nepeaadu nadopmaruu,
ANCHHTUTAHBI 3a/1a4aX KOTOPBIE PEIIAOTCS B XOJI€ IPOCKTUPOBAHHSI, CTPOMTEIBCTBA,
SKCIUTyaTalluK ¥ ONITUMH3ALMN MYJIbTHCEPBUCHBIX CETEM, CUCTEM
nepenayn uHpopMaIum
OcHoBHBIE Pazgen 1 OcHoBHbIe mOHATHS TeOpuU ceTeil. CTEeK MPOTOKOJIOB

paznmensl / Temsl | TCP/IP. Kommyrarus u Mapiipytu3anus. CeTH KOMMYTAIlUH [TAKETOB,
TVCIUATUTAHBI kaHainoB: Cetu, KontponabHas

Pa3nen 2 Opranu3zanus ¥ TEXHOJIOTUSI IOCTPOEHUS CETEN CBS3H.
Cumynstopsl ceTeBoro obopynoBanus: lot, ot u Mmapmpyruzanus,
KoHntposbnas

2 IlepeyeHb MUIAHMPYEMBIX Pe3y/1bTATOB 00y4YeHHs M0 AUCHUIINHE (MOAYJIIO0),
COOTHECEHHBIX C HHAMKATOPAMH JOCTH/KCHUS KOMIIETCHIIUH

[Ipouecc wu3yueHuss aucuMIUIMHBI «CeTH W TEIEKOMMYHHMKAllMM» HaIpaBieH Ha
dbopmupoBanne creayrmmx kommereHnuil B cooTBerctBUM ¢ PI'OC BO wu ocHOBHOM
00pa3zoBaTeNbHON TPOTPAMMON:

Kon n HanmeHoBaHue WNuaukaropsl [Tnanupyemsle
KOMIIETEHIINH JOCTHKEHUS pe3yibTaThl 00yYEHHS 10
JMCLUATUTMHE

Oo6menpodeccnoHanbHbIE

OIIK-3 Cnocoben OIIK-3.1 3Haer 3HaHue OCHOBHBIX
MMOHUMATh MPUHIUIBI PAOOTHI | MPUHIIUIIBI paboTHI | MPUHIIMIIOB paboThl
COBPEMEHHBIX COBPEMEHHBIX COBPEMEHHBIX
MH(OPMALIMOHHBIX MH(OPMALIMOHHBIX MH(OPMALIMOHHBIX
TEXHOJIOTMM W HCHOJIb30BaTh | TEXHOJIOTHM, NPUMEHSIEMBIX | TEXHOJOTUM, MPUMEHSIEMBIX B
UX JJId  pemieHus  3ajaady | B npodeccHoHaNbHOM | TPOohecCHOHATBHOM
npodeccnoHanbHOMI NeATeIIbHOCTH JeATeIIbHOCTH
JIeSITETbHOCTH OIIK-3.2 Ymeer | YMeHue HUCTIOIB30BATh

HCIOJIb30BATh COBPEMEHHBIE | COBPEMEHHbBIE
nH(pOpPMaILOHHbIE nH(pOpPMaIMOHHbIE
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TEXHOJIOTMM [UIsl PEUICHUs | TEXHOJIOTUU JJIA  PEIICHUS
3aMad  mpodeccHoHabHOM | 3a1a4 npo¢eCCHOHAIBHON
IEeITEIbHOCTU IEeITEIbHOCTH

OIIK-3.3 Biageet HaBpikamMu | Hannune HaBBIKOB
MPUMEHEHUSI COBPEMEHHBIX | IPUMEHEHUS  COBPEMEHHBIX
MH(pOPMaITMOHHBIX nH(}OpPMaAITMOHHBIX
TEXHOJIOTMH JUIsl PpENICHUS | TEXHOJIOTUH I PEIICHHS
3aa4  mpodeccHoHabHOM | 3a1a4 npodeCCHOHAIBHON
IEeITEIbHOCTU IEeITEIbHOCTH

3 MecTo IMCHUILUIMHBI (MOYJ151) B CTPYKTYpe 00pa3oBaTeIbHOI MporpaMmmMsbl

JucnumianHa BXOAMT B cocrtaB Onoka 1 «/lucouminuebl (MOXYIHM)» M OTHOCUTCS K
00s13aTeNbHON YacTH.
(aranm  popMUPOBAaHHSA KOMIETEHIIMH) OTPAKEHO B CXEME
dopMHpOBaHUS KOMIIETCHLIMH, NPEJCTABICHHONH B JOKyMeHTe OyeHounbie Mmamepuasl,
pa3MelIeHHOM Ha caiite yHuBepcutera WWw.knastu.ru / Haw ynueepcumem / Obpaszosanue /
01.03.04 /Oyenounvie mamepuarvt).

Hucnumnaa «CeTw M TEIEKOMMYHHUKAIlMM» YacTHYHO peanusyercs B (opme

HpaKTHqCCKOﬁ IIOATIOTOBKH. HpaKTI/I‘IeCKaﬂ MNOoAroTOBKa OpPraHU3yCTCs IIYTEM BBIIIOJIHCHUA

Mecto aMCHUATIIUHEL

KOHTPOJIbHOM paboThI.

4 CopepixkaHue JMCHUIIMHBI (MO1YJ151), CTPYKTYPHPOBAaHHOE 110 TeMaM (pa3aesiam)
€ YKa3aHHeM OTBEJCHHOI0 HA HUX KOJIMYECTBA aKaJeMHUYeCKMX YaCOB U BH0B
y4eOHoi1 padoThbl

4.1 CTpykTypa M coiep:kaHue JMCHUILIMHBI 1/ 04HOI (popMBbI 00yUeHH s

Huctumnnuaa «CeTH ¥ TeIIEKOMMYHHKAITMWY U3ydaeTcs Ha 3 Kypce B 5 ceMecTpe.

OO6mas TpyA0EMKOCTh TUCIUIUIMHBI cocTaBiseT 3 3.e., 108 4., B TOM uncie KOHTaKTHas
pabota oOydaromuxcs ¢ npenojaaBareieM 48 4., MpoOMEKyTOUYHAs aTTecTalus B popMme 3aueTa ¢
OIICHKOM, caMocTosITeNbHas padoTa obydaromuxcs 60 u.

Bunpr yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO PaboTy
00y4JaroIUXCs U TPYAOEMKOCTh (B Hacax)
KonTakTHas pabota mpernoaaBatens C
oOy4aromu-
HaumenoBanwue pa3nenos, Tem yHarot
U coJiep)KaHue MaTepHuala MHCA Hpom
JTa6oparopusie, UKP CpC
[IpakTrueckue aTTeCT.
Texuun P paboThI
3aHSATHS
5 cemecmp
Cern
6 12 - - - 20
Omanonnas mooenv OSI,




HazHaueHue u 3a0a4u ypoeHel
OSI. Memooonoeus pabomol
mooenu OSI. Ilepedaua oannwvlx
om omnpagumers K
nosyuamernio, 1o2udecKkue u
pusuueckue ceazu mexicoy
VPOSHAMU Omnpasumers u
nonyuamens. Ilonamue mooenu
cmexa TCP/IP, modens cmexa
TCP/IP, naznauenue u 3a0a4u
vposneti TCP/IP.
Coomeemcmaue ypogueti
mooeneti OSI u TCP/IP.
Kpamxas xapakmepucmuxa
npomoxonoe cmexa TCP/IP, ux
OCHOGHbIE 3a0a4U. 3a207106KU.
I lonsamue meouanomoxa,
ce2Menmos, naKemos u Kaopoa.
IP-aopecayus, macka noocemu.
I lupokosewjamenvhbiii 0OMeH.
Tunwt IP-adpecos, munwi
eewanust IP. Ymenue
BbINOIHAMb KaabKyaayuro 1P-
aopeca no macke noocemu.
Ymenue pabomams c
npeghuxcamu cemu. Ymenue
onpedensams Konuwecmso 1P-
aopecos @ cemu, nepsbili,
nocieoHull u
wupoxosewamenvHuill 1P-
aopeca 6 cemu. Ycnosus
0Oecneuenus Y3108 ca3U
&ndash, sanekmpuuecmao,
3azemneHue cemego2o
0O0pydosanus, memnepamypa,
nomeujenue, 81N CHOCHDb,
noorxcapuas 6e30nacHocms.
Ob30p epynnvl cmanoapmos
IEEE 802. Ilooyposnu L2.
Ethernet. CSMA/CD, oomen
konnuzuu. [lonamue ckopocmu,
duplex, MTU, ¢ppacmenmayuu,
Jumbo-gpetima. Tonsmue
KOMMymayuu, 6uobvl
kommymayuu. Ethernet-
Baconosox. Mac-aopec, MII,




aemocoenacoearue nopmos,
Mexanuszm kommymayuu 8
Ethernet.&nbsp; &nbsp;
[lonamue u mexanusm
gzaumooeticmeust IP, ARP u
ICMP. Ilouamue
mapwpymuszamopa.
Hacmpoiixa 802.10 VLAN.
Aopecayus IP. Pacuem
aopecos u cemeti Cmpykmypa u
mexanuzm pabomol
npomoxonog L7
&ndash;&nbsp; DHCP, BGP,
DNS, HTTP, HTTPS, SMTP,
POP3, SNMP, FTP, TFTP.
Kpamxas xapakmepucmuxa
npoepamm TELNET u SSH.
Bzaumooeiicmsue ¢ L3
npozpamm ping u traceroute.
Bzaumooeticmsue ¢ L4
npozcpammul netstat. Ob63op
so3modcnocmeti Ethernet
Mecmo Ethernet 6 cemesoti
mooenu Cisco. Cemegule
yvempoticmea &ndash; mocm
(bridge), kommymamop L2,
Kommymamop L3. Aneopumm
pabomuvl Mmocma u
KoMMymamopa.
Knaccugurayus
KOMMYMAmopos ¢ m.3. MoOenu
cemu Cisco &ndash,
KoMMymamop docmyna,
KoMMymamop azpezayui,
KoMMymamop a0pa cemu.
SHanue uzuneckux monoaocuti
cemu. Xapakmepucmuka cpeo
nepedauu oanHvlx &ndash,
MeOHO-2/leKkmpuyecKue,
60JI0KOHHO-ONMUYecKue u
becnposooHbvie cOeOUHEHUS.
Memoovl gpuzuueckoeo
Koouposanus. Memoowi
MOOYIAYUU CUSHAA.
Yempoticmea L1 (xao,
KOHYempamop, penumep).




Mapwpymuzayus, 6uovi
mapuwpymos. Tabauya
mapwpymuzayuu. Mapwpym
no ymonuaruio. Aneopumm
pabomor L2/L3 na IK u
mapupymusamope.
Cmamuueckas u OUHAMUYECKAS
mapwpymuszayus. Mempuxa
mapupymos. Buowt IT/[M,
monosnocuueckas bJJ.
00eporcanue mamepuana

lot
0630p u mexanusm pabomol
Wi-Fi. O630p u mexanusm
pabomul knaccuveckozo Wi-
Max. O630p pewenuti Lora.
Cmpyxkmypa u mecmo
MpaouyUoOHHbIX MEXHOI0UU.
Tpebosanus k kauecmay cemu.
Mexanuszmul obecnevenus
Kauecmea 00CIyHCUBAHUs
&ndash; CoS u QoS.
I Ipuopumesayus mpaghuxa,
636€ULEHHAS] CNPABEOIUBASL
ouepedv Cmpykmypa u
MexaHusm pabomuvl MOOUTbHBIX
cemetl 1G, 2G, 3G, 4G. O630p
paszpabomox 5G. O630p IPVv6,
e3aumooeticmsue ¢ Ethernet.
0630p cmexa TCP/IPv6.
Bzaumooeticmeue ¢ IPv4,
omauyus om IPv4.
Mapwpymusayus RIP&nbsp;

12
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Iot 1 MappyTH3anus
Mapwpymuzayus
cmamuueckas
Mapwpymuzayus OSPF u BGP
Haoeacnocms, 0ocmynHocme,
KOHBEp2eHMHOCMb,
macumaodoupyemocmo,
VApasisiemocms u
Oezonacnocms cemu. O630p
mexanuzma pabomul u
COYUATLHO2O 3HAYEHUS
cepsucos: Torrent, Skype,
nouckosuk na npumepe Google,
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Wikipedia, coyuanvnvie cemu.
[lepcnexmuewl pazeumuist
opensource u npoONpPUemapHo20
nooxooa. Qocysicoerue
lecumuUMHOCIU U MEeXHUYECKO
CMOpOHbL MEeM0o008 coopa
1016306aMENbCKUX OAHHDIX.
Cumynamopwr cemeti [louck
Heucnpasnocmeti 6 cemu. Cemu
MOOUTLHBIX AOOHEHMO8,
LoraWAN cemu. Yempanenue
Heucnpasnocmeti 6 cemu 10T u
nepcnekmugsl 2emepoSeHHbIX
cemelti.

3auem c oyenkoi - - - - - -

60 B Tom

YHUCJIC B

HUTOTO 16 30 ) i ) dbopme

Mo JUCHUIIJIMHE MPaKTUYECKOU
IIOJITOTOBKH:
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* peanuzyetcs B popme MpaKTUUECKOI MOTOTOBKU

5 OneHo4HbIe CpeacTBa IS NPOBeeHNs TEKYIero KOHTPOJISI M IPOMeKyTOYHOI
aTrecTanuy 00y4arImmXxcs 1o JMCHHUIIMHE (MOLYJTI0)

@OHABI OLIEHOYHBIX CPEJICTB AJIS MPOBEACHUS TEKYLIEro KOHTPOJIS YCIIEBAEMOCTH U
IPOMEKYTOUHON aTTeCTalluu 0OCYKIAl0TCA U YTBEpXKIAtOTCs Ha 3acedaHuu kadenpsl. [TomHbit
KOMIUIEKT KOHTPOJIBHBIX 3aJaHUi WM HHBIX MaTepHalloB, HEOOXOIUMBIX Ul OLEHUBAHUS
pe3ysbTaToOB OOYyYeHHUS MO AUCHUIUIMHE (MOIYJI0) XpaHUTCS Ha Kadeape-pazpaboTUMKe B
OyMa)KHOM WJIM JIEKTPOHHOM BHJIE, TaKKe (DOH/IBI OLIEHOYHBIX CPEICTB JOCTYIHBI CTYIEHTaM B
JUYHOM KaOHMHeTe — pa3fiesl yaeOHO-METOANYECKOe 00ecTIedeHue.

6 YueOHo-MeTOAMYeCKOEe M HHPOPMALIMOHHOE 0O0ecneyeHue JUCHUILIHHBI
(MmomxyJis)

6.1 OcHOBHAasI M TOMOJIHUTEIbHAS JTUTEPATypa

[lepeueHs peKOMEHIyeMOW OCHOBHOW W JTOTIOTHUTEIHHOW JUTEPATyphl MPECTABICH Ha
caiite yHuBepcutreta WWW.Knastu.ru / Haw ynueepcumem / Obpazosanue / 01.03.04 / Pabouuii
yueouwlii niau / Peecmp aumepamypuol.

6.2 MeToauyecKkue yKa3aHusi JAJsl CTYJI€HTOB 110 OCBOECHHIO TN CHHUILINHBI

Omcymcmeyiom


http://www.knastu.ru/
http://www.knastu.ru/
http://www.knastu.ru/
http://www.knastu.ru/
http://www.knastu.ru/
http://www.knastu.ru/

6.3 CoBpemMeHHbIe TpodeccHOHATbHBbIE §a3bl JAHHBIX U HH(OPMAIIHOHHbIE
CIIPAaBOYHbIE CHCTEMBbI, HCIIOJIb3yeMble NPH 0CYLeCTBIeHHH 00pa30BaTeIbHOIO
npouecca no AMCHUILINHE

Kaxxgomy oOyuaromumycs odecriedeH A0CcTyI (yaaaeHHbINA T0CTYM), B TOM YHCIIE B Cllydae
NPUMEHEHUS JJIEKTPOHHOIO OOydYeHHs, AMCTAHLHUOHHBIX OO0pa30BaTEIbHBIX TEXHOJOTUH, K
COBpPEMEHHBIM PO(hecCHOHATFHBIM 0a3aM JaHHBIX U HHPOPMAIIMOHHBIM CIIPABOYHBIM CHCTEMAaM,
C KOTOPBIMHU y YHUBEPCUTETA 3aKIIOUYEH JI0TOBOP.

[lepeueHb peKOMEHIyEeMbIX NPOPECCHOHATBHBIX 0a3 MaHHBIX W HH(POPMAIMOHHBIX
CIPAaBOYHBIX CHCTEM IPECTABIICH Ha caiiTe yHuBepcutera WWw.knastu.ru / Haw ynueepcumem /
Obpasosanue / 01.03.04 Ilpuxnaonas mamemamura / Pabouuil yueonwiti nnawn / Peecmp O5C.

AkrtyanbHass uHGOpMalus MO 3aKIOYEHHBIM Ha TEKYIIMH y4eOHBIH TroJ J0roBOpaM
npuBeqeHa Ha crpanuie Hayuno-texuuueckout Ombnmorexku (HTB) na caiite yHuBepcurtera
https://knastu.ru/page/3244

6.4 IlepevyeHb pecypcoB HH(POPMAMOHHO-TEJIEKOMMYHHKAIIMOHHOM CeTH
«HHTEepHEeT», HEOOXOAMMBIX /1JIsl 0CBOECHHS THCIUIIUHBI (MOIYJIs)

Ha crpanunie HTb M0HO BOCTIOJIb30BaThCSl HHTEPHET-PECYPCAMH OTKPBITOTO JOCTYIIA IO
YKpYIHEHHOUW Tpymmne HampasieHuid u crneuuanbHoctedt (YI'HC) 01.00.00 Marematuka wu
MEXaHHKa:

https://knastu.ru/page/539
7 Opra}m3aunonﬂo-ﬂenarornqecxne yciaoBus

Opranuzanus o0pa30BaTENBHOTO IMpollecca periaMeHTHpyeTcs YUeOHBIM IUIaHOM U
pacmnrcaHueM yueOHBIX 3aHsATUH. S3bIk 00ydeHus (mpernoaaBaHusi) - pycckuid. [l Bcex BUAOB
ayJUTOPHBIX 3aHATUHN aKaJeMUUYECKUN Yac YCTaHABIMBACTCS MPOAOIKUTEILHOCTBIO 45 MUHYT.

IIpu  ¢dopmupoBaHuM CBOEM  HHAUBUAYAJIbHOM  00pa3oBaTeNbHONM  TpPAaeKTOPUU
00yJaroIuiicss UMEET MPaBo Ha Mepe3adeT COOTBETCTBYIONMIUX JTUCIUTUTHH U TIPO(ECCHOHATBHBIX
MOJYJIEH, OCBOCHHBIX B TMpOIECCe TMPEAIIeCTBYIOMIEro OOydeHUs:, KOTOPBIA OCBOOOXKIAET
oOyyJaromierocs 0T He0OX0AMMOCTH UX TTOBTOPHOTO OCBOCHHSI.

7.1 O6pa3oBaTeibHbIE TEXHOJIOTHH

VY4eOHBIN mpollecC MNpH MPENoAaBaHUM Kypca OCHOBBIBAETCS HAa HCIOJIb30BAHUHU
TPaJUIMOHHBIX, WHHOBAIMOHHBIX W HWH(POPMALMOHHBIX 00pa30BATENbHBIX TEXHOJOTH.
TpaauunonHele 00pa30BaTENIbHBIE TEXHOJOTHUHM IPEJICTaBICHbl JIEKIMAMU U CEMUHApCKUMHU
(MpakTHYECKUMHM) 3aHATHAMH. VIHHOBaIlMOHHBIE 00pa30BaTeIbHbIE TEXHOJIOTUU UCTIONb3YIOTCS B
BUJEC UIMPOKOIO NPHUMEHEHHs AKTUBHBIX M HWHTEPAKTHUBHBIX (OpM NpOBENEHUS 3aHATHM.
WNudopmannonHsie  00pa3oBaTelIbHbIE TEXHOJOTMHM  pEau3yloTCs MyTeM  aKTHBM3allUU
CaMOCTOSITENIbHON PabOThI CTYACHTOB B HH(OPMAIIMOHHON 00pa3oBaTeIbHON cpejie.

7.2 3aHATHA JeKIIMOHHOI0 THIIA


http://www.knastu.ru/
http://www.knastu.ru/
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http://www.knastu.ru/
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JIeKIIMOHHBIN KypC MPEAoIaraeT CUCTEMAaTU3UPOBAHHOE U3JI0)KEHHE OCHOBHBIX BOIIPOCOB
y4eOHOro IJIaHa.

Ha niepBoii Jiekiinu JIeKTOp 00si3aH MPEAYIPEAUTD CTYJACHTOB, IPUMEHHUTEIIBHO K KAKOMY
06a3zoBOMY yueOHUKY (YueOHMKaM, y9eOHBIM TTOCOOUSIM) OyIeT MPOYMTaH KypcC.

JIeKIIMOHHBIN KypC MOJDKEH JlaBaTh HAHOOJBIIMKA 00beM WH(pOpPMAIMUA U 00CCIICYNBAThH
Oosee rIy0OKOe MOHMMaHKE y4eOHBIX BOIIPOCOB MPU 3HAYUTEIHLHO MEHBIICH 3aTpaTe BPEMEHH,
4eM 3TO TpedyeTcs OONBIIMHCTBY CTYICHTOB Ha CAMOCTOSITEIIbHOE U3YUYEHUE MaTepHaa.

7.3 3aHATHA CEMHMHAPCKOIr0 THIIA

CeMuHapckue 3aHITHs IPEACTABIAIOT COOOM IeTaIN3alHIO JIEKIUOHHOTO TEOPETUUECKOT O
MaTtepuaa, MpoBOASTCS B LEJSIX 3aKPEIJICHUSI Kypca U OXBaThIBAIOT BCE OCHOBHBIE Pa3/elibl.

OcHoBHOM  (opMOll TpPOBEACHUS CEMUHAPOB fABIsAETCS oOCyxIeHue Hauboiee
POOJIEMHBIX U CII0XKHBIX BOIIPOCOB MO OTAEIBHBIM TEMaM, a TAKKe pa300p MpUMEpOB U CUTYyaIUui
B ayJIUTOPHBIX yCIOBHSIX. B 00si3aHHOCTM mpernoaaBaresss BXOJIAT: OKa3aHHE METOAMYECKOM
MOMOIIIN U KOHCYJIbTUPOBAHUE CTYACHTOB IO COOTBETCTBYIOIIMM T€MaM Kypca.

AKTHUBHOCTbH HAa CEMUHAPCKUX 3aHITHIX OLEHUBAETCS MO CICAYIOIIUM KPUTECPHUSIM:

* OTBETHI Ha BOIIPOCHI, MIpeAaraéMble MPEnoJaBaTesIeM;

* y4acTHE B IUCKYCCHSIX;

- BBITIOJTHEHHUE MPOCKTHBIX U MHBIX 3aJ[aHHIA;

* ACCHUCTHPOBAHUE MPEINO0JIaBaTENI0 B IPOBEACHUN 3aHATUH.

OTBeT A0KEH OBITh apTyMEHTHPOBAHHBIM, Pa3BEPHYTHIM, HE OJIHOCIIOKHBIM, COJEPKATh
CCBUIKM Ha UICTOYHUKH.

Jokmaapl ¥ OMIMOHUPOBAHUE JOKJIAJIOB MPOBEPSIOT CTEIECHb BIAJACHHUS TEOPETUUYECKUM
MaTepHaoM, a TaKkKe KOPPEKTHOCTh U CTPOTOCTh PACCYKICHUMN.

OneHnBaHUE 33/JaHUM, BBITIOJIHEHHBIX HA CEMHUHAPCKOM 3aHSATUH, BXOJUT B HAKOTUICHHYIO
OLICHKY.

7.4 CamocrosiTesqibHasi padoTa 00y4alomuXcs Mo JUCHUILINHE (MOAYJII0)

CamocrosTenbHas paboTa CTYIAEHTOB — 3TO IPOLIECC aKTUBHOIO, IIEJICHANPABIEHHOIO
NpUOOpPETEHUs] CTYACHTOM HOBBIX 3HaHUN, YyMEHMIl 0e3 HemoCpeJCTBEHHOIO Yy4YacTHs
npenojaBaTens, XapaKTepU3YIOIIMKCcS MPEeIMETHOM  HaIpaBIEHHOCTbIO, AI(P(PEKTHBHBIM
KOHTPOJIEM U OLEHKOW Pe3yJIbTaTOB AEATEIbHOCTH 00yUaroIerocs.

Llenu camocTosITETHLHON pabOTHI:

CUCTEMaTh3alusl M 3aKpEIUICHUWE TIOJYYCHHBIX TEOPETHYECKUX 3HAHUU U
MIPaKTUYECKNX YMEHUH CTYJICHTOB;

yriIyOJieHHe U pacIiipeHne TeOPEeTHUECKUX 3HaHUH;

dbopMupoBaHHE YMEHMIl  HCHOJB30BaTh HOPMATHBHYID U  CIIPABOYHYIO
JIOKYMEHTALNIO, CIIENAIIBHYIO JIUTEPATYPY;

pa3BUTHE  [O3HABATEIbHBIX  CIIOCOOHOCTEH, AKTUBHOCTH  CTYJEHTOB,
OTBETCTBEHHOCTU M OPTraHU30BAHHOCTH;

(dopMHpOBaHHE CAMOCTOSTEIBHOCTH MBIIUICHUS, TBOPYECKOW HWHHUIIMATHBBI,
CHOCOOHOCTEH K caMOpa3BUTHIO, CAMOCOBEPIICHCTBOBAHUIO M CaMOpeaT3alliHg;

pa3BHUTHE UCCIIEIOBATEIbCKAX YMEHUHN U aKaJIECMUYCCKUX HABBIKOB.
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CamocTtosTenpbHass paboTa MOXKET OCYIIECTBISATHCS HMHIWBUIYAbHO WIW TPYIIaMU
CTYJICHTOB B 3aBUCHMOCTH OT IeJIH, 00BEMa, YPOBHS CIIOKHOCTH, KOHKPETHOW TEMaTHKHU.

TexHonoruss  opraHu3allid  CaMOCTOSITENIbHOM ~ pabOThl  CTYJEHTOB  BKIJIIOYAET
MCIOJIb30BaHNE MHPOPMAIIMOHHBIX U MaTepUAIbHO-TEXHUYECKUX PECYPCOB YHUBEPCUTETA.

KonTponb pe3ynbraToB BHEAYJUTOPHOW CaMOCTOSITENBHON pPabOThI CTYAEHTOB MOKET
MIPOXOJNTHh B TUCbMEHHOM, YCTHON MJIM CMEIIaHHOU (hopme.

CTyneHThl JOJKHBI TMOIXOIUTh K CaMOCTOSITENILHOM padoTe Kak K HaWBaKHEHIIEMY
CPEICTBY 3aKPEIUICHUS U PA3BUTUS TEOPETUUYCCKUX 3HAHUM, BHIPAOOTKE €AMHCTBA B3IJIAIOB Ha
OTIICbHBIC BOIMPOCHI Kypca, NPHOOPETEHUS ONPEICIICHHBIX HAaBBIKOB M HCIIOJIH30BAHUS
po(hecCHOHATILHON TUTEPATYPHI.

1.5 MeToauuyecKue PECKOMEHIANNH NJIs 06y‘1310HII/IXCﬂ 10 OCBOCHHUIO TUCHHUIIIMHBI

[lpr w3ydeHWH IUCHMILIMHBI OO0YYaIONMMCS IIEIeCO00pa3HO BBIOIHATH CIIEIYIONINE
PEKOMEHIALINHU:

1. W3ydeHnne yueOHON AUCIMILTUHBI JOHKHO BECTUCh CUCTEMATHUECKH.

2. [Tocne wu3ydyeHus kakoro-nuOo paszgena Mo YYEOHMKY WM KOHCIEKTHBIM
MaTepuaiaM PEKOMEHAYEeTCsl 10 HaMSITH BOCIPOM3BECTH OCHOBHBIE TEPMHHBI, OIPENEICHMUS,
HOHSITHS pa3/ea.

3. Oco0oe BHHMMaHuE CIeAyeT YAEIUTh BHIIMOJHEHHIO OTYETOB IO MPAKTUYECKUM
3aHATUSAM U UHAUBHIYaJbHBIM KOMIUIEKCHBIM 33/IaHUSM Ha CAMOCTOSTETIbHYIO paboTy.

4. Best Tematuka BONpPOCOB, M3y4aeMbIX CaMOCTOSITENIBHO, 33/Ja€TCA Ha JIEKLHUAX
npenogasareneM. VM ke [aloTcsd HMCTOYHMKM (B MEPBYIO OuYepelb BHOBb H3/IaHHBIE B
MEePUOIUYECKOW HAydyHOM JuTeparype) s Oojiee JeTaJbHOTO TOHMMAHHS BOMPOCOB,
03BYUEHHBIX Ha JIEKIIUH.

[Tpu camocTosiTensHON popaboTKe Kypca 00ydarouecs 10JIKHbI:

MIpOCMaTpUBaTh OCHOBHBIE OIPeIETICHUS U (PAKTHI;
MOBTOPUTH 3aKOHCIIEKTUPOBAHHBIN Ha JIEKIIMOHHOM 3aHSATHU MaTepuail u

JIOTIOJTHUTB €T0 C Y4€TOM PEKOMEH0BAHHOM 10 JAHHOHN TeMe JIUTEepaTyphl;

U3Y4YUTh PEKOMEHIOBAaHHYIO JIUTEPATyPy, COCTABIIATH TE€3UCHI, aHHOTALIUN

1 KOHCIIEKThI HanOoJiee BaKHBIX MOMEHTOB;

CaMOCTOSITENIbHO BBIMIOJIHATD 3a/laHus, aHAJIOTUYHbIE MpeUlaraéMbIM Ha
3aHSATHUSX;
UCIOJIb30BATH JJIs1 CAMOIIPOBEPKHU MaTepUabl (POHIA OLIEHOYHBIX CPEJICTB.

8 MaTtepua/jibHO-TeXHHYECKOe ofecrnevyeHne, He0OX0AUMOoe JIsl  OCYIIeCTBJICHHS
00pa30BaTeJILHOIO Npolecca Mo AMCHuIInHe (MO1YJI10)

8.1 JIuneH3nOHHOE U CBODOHO PACTIPOCTPaHsieMoOe MPOrpaMMHOe o0ecneyeHne,
HCI0JIb3yeMoe NPH oCcyllecTBIeHUH 00pa30BaTeIbHOIO NpoLecca 1o
AUCHHUIIJIUHE

YuuBepcurer obecredeH HEOOXOMUMBIM KOMIUIEKTOM JIMIIEH3HOHHOTO W CBOOOIHO
pacmpocTpaHsIeMOro IPOrpaMMHOr0 00eCreYeHUs, B TOM YHCIIE OTE€UECTBEHHOTO TPOM3BOACTBA.
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CocTaB mpOrpaMMHOTO 00ECIICUCHHUs, HEOOXOUMOTO JIJIsi OCBOCHHUS JTUCIUIUIMHBI, TPUBECH Ha
caiite yHuBepcutera WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 01.03.04 / Pabouuii
yuebnwll niawn / Peecmp I10.
AKTyanbHBlE Ha TEKYIIMH Y4YeOHBIM TOJ PEKBH3UTHI / YCIOBUS WCIIOIB30BaHUS
POTrpaMMHOTO OOecIieueHHs puBeIeHbI Ha cTpanuiiec UT-ynpaBieHus Ha caiiTe yHUBEPCUTETA:
https://knastu.ru/page/1928

8.2 YueOHo-1a00paTOpHOE 000PYT0BaHHUE

314/3

nabopa
TOpUS CETEeU U
CUCTEM
nepegadu
uH(popManuu

Cisco packet Tracer,

Komnbrorepsl c oC
Windows u Linux.C kommyTanuei
naketoB — CKC FastEthernet, ¢
KoMMmyTauued kaHaioB — ATC
Panasonic, teneOHHbIE JHHUU H
abonentckue ycrpoiicta, GNS3
kommytaTopsl: DIink -20 mr, Cisco
10 IIT, 3COM 3 IIT
Mmapiipytuzaropel:  CisCO 5 i,
Dlink 1 wrr, CheckPoint Utm 2 mr,
touku gocryma: TP Link, TrendNet,
Asus APM c ycraHOBJIEHHBIM SNOTrt,
APM c ycranosiennsim WireShark,
APM ¢ yCTaHOBJIEHHBIM CPEJICTBOM
AmHanuza TpadPrka
Actpa aHanM3aTOphl KaOEeIbHBIX

CETEBOI'O

CeTel  aHalIM3aTop  ONTHYECKHU
tecrep-pednekromerp CKC Tomas
AR8200 (BOJIC),
TrendNet (UTP)

aHaJIM3aTop

Jlis  npoBeneHus
IKCIIEPUMEHTOB co
CIIeUATIbHBIM
000pyI0BaHUEM,
W3y4YeHUsT MEXaHU3MOB M
CPEICTB
MH(pOpMaLINH.
Beinonuenus
J1a00paTOPHBIX padoT.

3alllUThI

02/5

nabopa
TOpUS
0€30I1aCHOCTH
cereit OBM

VipNet Personal FireWall
CUCTEMbl  3allUTBl OT  YTEUYKH
naHHeIX APM ¢ ycraHOBIEHHOM
McAfee DLP,

APM ¢ ycraHOBIEHHOI
Secret Net Studio 8 cucremsl
OoOHapyKEeHHsI KOMITBIOTEPHBIX aTaK
Brinenennrsie APM c
ycraHoBieHHO# Secret Net Studio 8
COB 2 mir. Cuctems! yriryOJaeHHOM
MPOBEPKU CETEeBBIX MakeToB: APM c
yCcTaHOBJIEHHBIM Snort, APM c
YCTaHOBJICHHBIM WireShark,
AHanuza TpadPuxa
Actpa

CETEBOI'O

MEKCETECBBIC DKPaHHI.

Jns  npoBeneHus
IKCIIEPUMEHTOB co
CHeIaIbHBIM
00opyoBaHUEM,
U3Y4EHHEM MEXaHHM3MOB
U CpeicTB
nH(pOpMaLINH.

3aIIUTBI

Bremonaenns
1ab0paTOPHBIX padoT.
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CheckPoint Connectra,
Cisco ASA 5505, I1YC KouTtuHeHT,
Secret Net Studio 8, Cisco PIX 2 mr

8.3 TexHu4YecKHe M YJIEKTPOHHbIE CPEACTBA 00yUYeHUSs

JlekunoHHbIE 3aHATHSI.

AymaTopun Ui JICKIIMOHHBIX 3aHATHH YKOMIUICKTOBaHBI MEOEIbI0 U TEXHHYCCKUMH
cpeAcTBaMu OOYYCHHsS, CIY)KAalIMMH JUIA TPEICTaBICHHUs Y4eOHOW WHpopManuu OOJIbIION
ayJIUTOPUA (HabopBI JIEMOHCTPAIIHOHHOTO 000pyI0BaHUs (poekrop, IKpaH,
KOMITBIOTEP/HOYTOYK), Y4COHOHATISIAHBIC TTOCOOUSI, TEMAaTHYECKUE HILTIOCTPAIINH ).

IMpakTuyeckue 3aHATHSA.

Aynuatopuu TS TPAKTHYECKHUX 3aHATHH YKOMIUICKTOBAHBI CTIICIIMATU3UPOBAHHON MeOEIThIO
U TEXHUYCCKUMU CpeACTBaMH 00y4IeHHS (IIPOSKTOP, IKPaH, KOMITLIOTEP/HOYTOYK).

JlaGopaTopHble 3aHATHSA.

Jnss nabopaTOpHBIX 3aHATUN HCIOJIB3YETCS ayJUTOpHs, OCHAICHHAas 00OpYyIOBaHUEM,
YKa3aHHBIM B Ta0I. 1. 8.2.

CamocrosiTeibHasi padora.

[Tomemienust 1 CaMOCTOATEIbHOW pPAOOTHI OCHAIIEHbI KOMIIBIOTEPHOW TEXHUKOH C
BO3MOXXHOCTBIO ~NOJKIIOYEHHsT K cetu «VHTepHET» U JOCTYyIOM K  3JIEKTPOHHOMN
uH(popmannoHHooOpa3oBaTenbHOl cpeae KHAT'Y:

- 3a11 3nekTpoHHOI nHpopmanuu HTb KHAT'Y;

- KOMITbIOTEPHBIE KJIACChl (PaKyIbTETA.

9 UHkble cBeaeHUs

MeTtoauyecKue peKOMeHAAlMHU 110 00y4eHHIO JIUI] C OTPAHUYEHHBIMHU
BO3MOKHOCTSIMH 310POBbSI H HHBAJIU/10B

OcBoeHMe AUCHUILINHBI 00YYaroIMMHCS C OTPAaHMYEHHBIMH BO3MOKHOCTSIMH 3/I0POBBS
MOJKET OBITh OPraHM30BAHO KaK COBMECTHO C JAPYTMMH OOYYaroIIMMHUCA, TaK U B OTIEIbHBIX
rpynnax. [Ipeanonaratorcs criennaibHble YCIOBUS IS TOTY4eHHsI 00pa3oBaHUs 00y4aroIUMUCs
C OrpaHUYEHHBIMU BO3MOKHOCTSIMH 370POBBbSL.

[Ipodeccopcko-menarornyeckuii COCTaB 3HAKOMHTCSI C TICUXOJIOTO-(HHU3HUOTOTUIECKIUMHU
0COOEHHOCTSIMU 00YUaIOIIUXCSl MHBAJIUOB U JIUI] C OTPAaHUYEHHBIMH BO3MOXHOCTSIMU 3/I0POBBS,
UHAMBUAYAIbHBIMH  IIpOrpaMMaMu  peaOWiIuTalud HUHBaNUAOB (mpu  Hanmuuuu). [lpu
HEOOXOUMOCTH OCYILECTBISIETCSl JOTONHUTEIbHAS MOJAJIEpKKa MpPErnoAaBaHusl ThIOTOPAMU,
MICUXOJIOTaMH, COLIMATIbHBIMU PAa0OTHUKAMHU, IPOLIEAIIMMHU OATOTOBKY aCCUCTEHTAMM.

B cooTBeTcTBUM ¢ METOAMUECKUMH pekoMeHaausiMu MunoopHayku P® (yTB. 8 ampens
2014 r. N AK-44/05BH) B Kypce NpeAroyaraercsi HCIOJb30BaTh COLMAIbHO-AaKTUBHBIE WU
pedreKkcuBHBIE METOJbl OOYYEHHUS, TEXHOJOTHH COLUOKYIbTYpHOH peadWIMTalH C IENbI0
OKa3aHHs MOMOIIM B YCTAaHOBJIEHHMM IOJHOLIEHHBIX MEXJIMYHOCTHBIX OTHOIIEHUH C JIPYrUMH
CTYACHTaMH, CO3JJaHUM KOM(OPTHOTO IMCHUXOJOIMYECKOro KJIMMaTa B CTYJIEHUECKOHW IpymIie.
[Ton6op u pa3zpaboTka yueOHbIX MaTEepUAIIOB IPOU3BOIATCS C YUETOM IIPEIOCTABICHUS MaTeprasa
B pa3IMuHBIX (popMax: ayuaTbHON, BU3YaJIbHOM, C UCTIONIb30BAHUEM CHEIIMATBHBIX TEXHUYECKUX
CpeACTB U MH(MOPMAILIMOHHBIX CUCTEM.
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OcBoenne nucuuiuinebl aunamu ¢ OB3 ocymiecTBisieTcss ¢ MCHOIB30BAaHUEM CPEJICTB
oOyuyeHHss OOIIEro W CHENUAJbHOIO Ha3HA4YeHUs (NMEPCOHAIBHOTO W  KOJUIEKTUBHOTO
UCIIOJIb30BaHUs ). MarepuanbHO-TEXHUYECKOe 0OecreueHre MpeycMaTpUBaeT MpUCIocobIeHne
aynutopuil kK Hyxaam aun ¢ OB3.

dopma MpoBeACHUS aTTECTAMU Ul CTYJACHTOB-MHBAJIHMIOB YCTAHABIMBACTCS C yYETOM
WHAUBUAYAIBHBIX NIcuXxodu3ndeckux ocodennocteit. s cryneatoB ¢ OB3 npemycmarpuBaeTcst
noctymnHas popMa npeaoCcTaBIeHHs 3aJaHI OLIEHOYHBIX CPEJICTB, & HMEHHO:

B II€YaTHOW WJIM DJIEKTPOHHOM Qopme (Ui JML C HapYLIEHUSMH OIOPHO-
JIBUTATEJILHOTO anmapara);

B TeyaTHON (opMe HiIu 3JeKTPOHHOH (opMe ¢ yBETMYEHHBIM IIPUPTOM U
KOHTPACTHOCTBIO (/7151 JIUII C HAPYIICHUSMH CITyXa, PeUH, 3pEHHs);

METO/IOM YTCHHS ACCUCTEHTOM 3a/IaHUs BCIYX (IUIs JIULL C HAPYIICHUSMH 3PEHHS).

CryneHTaM C MHBJIMJHOCTBIO YBEJIWYHMBAETCS BpeMs Ha IOATOTOBKY OTBETOB Ha
KOHTPOJIbHBIE BOMPOCHL. J[Is1 TakuX CTYJIEHTOB IpeaycMaTpuUBaeTcsi JOocTynHas ¢dopma
IPEJOCTaBIICHHUS OTBETOB HA 3aJJaHUs, a UMEHHO:

INUCbMEHHO Ha Oymare Wi HaOOpOM OTBETOB HAa KOMIIbIOTEpE (ISl JIUL C
HapyLICHUSAMH CIIyXa, peun);

BbIOOPOM OTBETA M3 BO3MOXKHBIX BAPUAHTOB C MCIIOJIb30BAHUEM YCIYT ACCUCTEHTA
(U1 M1 ¢ HAPYIIEHUSIMU OIIOPHO-/IBUraTEIbHOIO alllapara);

YCTHO (7151 JTUI] C HAPYIIECHUSIMH 3PEHHSI, OTIOPHO-IBUTATEIILHOTO anmapara).

[TIpu HeoOXoauMoCTH Al OOYYAIOIIUXCS C WHBAIMAHOCTHIO TPOLEAYpa OIICHWBAHUS
pE3yabTATOB O0YUYECHHUSI MOXKET IPOBOIUTHCS B HECKOJIBKO ITAIOB.
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